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Anti-piracy activities carried out by the Motion Picture Association (MPA)
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THE PREVALENCE & TYPES OF PIRACY Australia
- France o)
& ? 185 6 B - . 4TV bi 23'28 /O of Australia's recent online
\ A4 : By o Sramoacan R 6 3 M i i | ; movie and TV consumers viewed at least
sites globally in 2023, . users viewed pirated films, series ling | : el
and sports content online in France in 2023 on :‘;’E‘:Sﬂa‘:;‘:ﬁ” ine in ways that were likely
f s ;
1 8-9 B downloads globally of pirated average, down from 7.2M in 2022.
wide release movies, primetime TV and o Japan
video-on-demand (VOD) shows in 2023 Germany
.using peer-to-peer proto.cols alone,b not 5 9 M ’Jﬂ 471 M visits per month to 1,090 online
including other sources like streaming and ' ' Germans watched illegal live TV L4 piracy sites from July 2021 to July 202212
vty el streams in 2022, roughly double the number ) _
uEA 81% in 2018.° PIRACY SITES: CONSUMER RISKS 154M for Movie & TV Piracy
ST Consumers face 38.5 times greater risks of cyber threats
w i ; Ital when visiting P2P piracy sites, 25.5x greater risks on
1 d6TlV2 B w_stlts ?o 2'0"2‘3 yO streaming piracy sites, and 7.5x greater risks on IPTV
an iracy sites in . ; ) I . .
piracy & 39 /0 of Italian consumers, or roughly piracy sites than when visiting mainstream websites.’?
10 million individuals, watched pirated films, elee | g
2 ' 3 M average monthly visitors to =~ series, and live sports in 2023.7 _ 3gsx hecyber risksidentified

the 10 most popular streaming piracy sites. s lesack o ideintity thefl,

. and identity fraud, as well
B Nordics 25.5x as potentially providing
2 ' 9 downloads of pirated wide 2 50/ remote access and
release movies, primetime TV and VOD O of 15-74-year-olds in the Nordics, 76x opportunities for data
shows in 2023 using P2P protocols alone, not or roughly 5 million people, download or ¥ breaches.
; " i g i . . . . &
including streaming and downloading sites. illegally stream films, series or live sports. According to a study by Camegie Mellon researchers;
. . i (o)
Latin America Spain 2X time spent on piracy sites = 20 /0 more
Iware infections.'s
3 o ) ) ma
40-1 M or 40.8%, of broadband internet ' 24 /0 of consumers viewed pirated 1 . 3 . . )
households in Latin America consume online films and 20% viewed pirated TV series in Houghlly. in piracy websites and apps have risky
piracy.® 2022. 5.3 billion pirated files were accessed advertising that exposes consumers to fraud and
in total, including other content.® malware.®
Europe 570/ _ _ o
. UK O more Ilke.iy to infect your device Wlt!'l
1 7.1 M Europeans use illicit IPTV services, o o malware embedded in the app when downloading an
9 i i illegal IPTV app.’”
?sr:\;z:rﬁf :‘h:r El:f;; UaKmp:)c;pu:::"gonaT:;ast;h:re 24 A) of individuals in the U.K. watched P PP
~11.8% - . 3 : ;
aged 16_2%4 g the pop pirated films, 19% watched pirated TV series, A survey of U.S. Internet users found that those who
—es ; and 36% watched pirated live sports in 2022.1° used a credit card to sign-up for an online piracy
g subscription were 4x as likely to report credit card _
fraud.’® 4
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ECONOMIC HARM FROM PIRACY
1 4_1 5% is the estimated +15%

increase in U.S./Canada box office if
piracy could be eliminated from the
theatrical window (generally equivalent
to $1 billion per year). The promotional
effect of piracy is far outweighed by the
cannibalization effect.'”®

1 9% decrease in box office revenue
due to pre-release piracy, as compared to
what would have occurred if piracy were
only available after the movie's release.?®

N ea rly a l I academic studies on video
e

piracy find evidence that piracy displaces theatrical
and home entertainment sales. Estimates for home
video losses are, on average, larger than those for
the box office, with the exception of one study that
suggests that pre-release piracy may be particularly
devastating to theatrical revenue.*

$ 29 | 2 B is the estimated lost revenue to

the U.S. economy each year due to global online
piracy, according to a NERA study.?

PIRACY PROFITS

$1 ' 3 4 B in estimated annual advertising

revenues on piracy websites and illicit streaming
apps.®

o $1 8|3 M average annual revenue on

the top five piracy websites.

L $27.6M average annual ad revenue

on the top five piracy apps.

Alliance for Creativity and Entertainment

1 2% of the total ads on piracy sites are malicious
advertising (malvertising), generating a minimum of
$121 million annually in revenue, with more than half of
that, $68.3 million, coming from U.S. visits.

m Malvertising accounts for roughly $1 out of
every $4 in illicit advertising revenue.?®

$1 B revenue for pirate subscription IPTV annually in
the U.S. alone, with an estimated 9 million subscribers.?®

(o)
5 6 /0 estimated profit margins for pirate subscription
IPTV service retailers and 85% for wholesalers.?®

IMPACT OF PIRACY SITE SHUTDOWNS

6 6% decrease in piracy site/app visits and 12%
increase in legal content site visits by former users of
popular sports piracy sites futbollibre.net and
televisionlibre.net after the November 2022 ACE
shutdown.?”

1 0 % increase in legal content site visits and 38%
decrease in piracy site/app visits by former users of 11
popular Spanish infringing sites and associated domains
shut down by ACE in late November 2020 through January
2021. This resulted in roughly 20,000 new SVOD users.?®

32,0 O O new SVOD users estimated in Argentina,

Chile, Colombia, and Mexico, based on an analysis of the
shutdown of piracy websites Pelispedia.tv, Pelispedia.org
and Pelisplus.tv in May 2019.2°

Methodology for Analysis of Site Visits

This custom analysis uses Similarweb data to report across a group of sites often used for online piracy
by category. It measures access to sites, but does not indicate what type of content was accessed (e.g.,
movies, TV, games, software, etc.).

Similarweb data used in this report represents visits to websites by the United States and Global
desktop and mobile users from January 2023 - December 2023. Similarweb is a market intelligence

es a combination of panel, crawler, ISP and other data for its data estimations. See:
web.com/ourdata and
hitps://support.similarweb.com/he/en-us/articles/360001631538-Similarweb-Data-Methodology for
more information

For the purpose of this analysis, sites used for online piracy included:
- Sites with over 10,000 copyright removal requests according to the Google Transparency Report.
(http://www.google.com /transparencyrepart/) as of December 2023,

o Including sites with any TV and/or movie content.

o Excluding sites with only adult, music, games, UGC and eBook content;
- Sites blocked in various countries or shut down, which have TV and/or movie content, and
- Sites from http:// uk, https://piracybank.org/ and other internal and external
sources.
In the United States 43,387 sites were included, based on Similarweb data. MPA placed the sites into
custom analysis categories including streaming sites (36,722), P2P sites (5,413) and cyberlocker/host
sites (1,852). Host sites include illegal cyberlockers or similar sites.
Worldwide, 117,905 sites were included, based on Similarweb data. MPA placed the sites into custom
analysis categories including streaming sites (99,079), P2P sites (14,787) and cyberlocker/host sites
(4,039). Host sites include illegal cyberlockers or similar sites,

Sources

' OpSec Security GDPI,

2 OpSec Security GDPL

3 Alianza, Pay Television Network & Online Piracy, 2023,

4 Audiovisual Anti-Piracy Alliance, “lllicit IPTV in Europe,’ Economic Report, December 2022

® Mediametrie, ALPA, CNC, “The Pirate Audience for Illegal Websites dedicated to video content in
France,’ 2023.

® Vaunet, Goldmedia, “Television Piracy Study 2022/2023" January 2023.

! FAPAV/IPSOS, Audiovisual Piracy in Italy, 2023, June 2024,

* Mediavision, "Mediavision: 5 million pirates in the Nordics," Q1 2024.

* GFK, "Observatorio de la pirateria 2022 September 2023,

" UK intellectual Property Office, "Online copyright infringement tracker survey (12th Wave),” February
2023

" Australian Attorney-G I's Dep: “Annual surveys on online copyright
infringement,” 2023 (May 2024).

™ Photonic System Sclutions Inc. (PSS), Study Update: Benchmarking and Tracking Online Film & TV
Piracy in Japan, July 2019 te July 2022, October 2022,

™ Watters, Consumer Risk from Piracy in Poland.

™ Watters, The Piracy-Malware Nexus in India.

' Telang, Does Online Piracy Make Computers Insecure? Evidence from Panel Data, March 2018,

" Digital Citizens Alliance, Breaking Bads: How Advertiser-Supported Piracy Helps Fuel A Booming
Multi-Billion Dollar lllegal Market, August 2021

" Audiovisual Anti-Piracy Alliance, Audiovisual Piracy Cyber Risk for European Consumers, September
2022

" Digital Citizens Alliance, Giving Piracy Operators Credit, June 2023,

' Montgomery, Ma, Smith, The Dual Impact of Movie Piracy on Box-office Revenue: Cannibalization and
Prometion, February 2016,

@ Montgomery, Ma, Smith, An Empirical Analysis of the Impact of Pre-Release Movie Piracy on
Box-Office Revenue, July 2014,

# Danaher, et al, Piracy Landscape Study: Analysis of Existing and Emerging Research Relevant to
Intellectual Property Rights (IPR) Enforcement of Commercial-Scale Piracy, March 2020,

** NERA/GIPC, Impacts of Digital Video Piracy on the U.S. Economy, June 2019,

* Digital Citizens Alliance, Breaking Bads: How Advertiser-Supported Piracy Helps Fuel A Booming
Multi-Billion Dollar lllegal Market, August 2021,

* Digital Citizens Alliance, Unholy Triangle, From Piracy to Ads to Ransomware: How lllicit Actors Use
Digital Ads on Piracy Sites to Profit by Harming Internet Users, September 2022.

* Digital Citizens Alliance/NAGRA Kudelski, Money for Nothing: The Billion-Dallar Pirate Subscription
IPTV Business, August.

** Digital Citizens Alliance/Nagra, Money for Nothing: The Billion-Dollar Pirate Subscription IPTV
Business.

1 ACE, The Impact of the Futbollibre Shutdown in Argentina, July 2024,

** ACE, The Impact of Piracy Site Shutdowns in Spain, June 2024.

 ACE, The Impact of the Shutdown of Pelispedia, 2022.
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OCTOBER 29, 2024

ACE AND EGYPTIAN AUTHORITIES
SHUT DOWN MAJOR LIVE SPORTS
PIRACY RING

LOS ANGELES - Egyptian authorities collaborated with the
Alliance for Creativity and Entertainment (ACE), the world’s leading
antipiracy coalition, to shut...

READ MORE »

https://www.alliance4creativity.com/news/vietnamese-authorities-with-support-from-
ace-take-down-worlds-largest-piracy-ring/
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U.S. Government

 Homeland Security Investigations (HIS)

e U.S. Department of Justice International Computer Hacking and Intellectual Property
(ICHIP)

* National IPR Center

 U.S. Embassy in Vietnam

MPA’s efforts

* Charles Rivkin, Chairman and CEO met with Vietham Ambassador

* MPA General Counsel met the chief of the Ministry for Public Security in Vietnam

Vietham Government

* Ministry of Public Security

S

A

* Hanoi Municipal Police 20248E68  MPAS E&r‘;k

Vietnam Civil Partnership NhFLREEDRH

~~~~~~~~~~~~~ e Vietnam Film Development Association (VFDA)
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“Infrastructure-as-a-Service” (laaS)
o web hosting (e.g., GoDaddy, Google);
o reverse proxies (e.g., Cloudflare, Zscaler);
o content delivery networks (“CDNs”) (e.g., Cloudflare, Fastly, Akamai);
o domain name registration (e.g., GoDaddy, Namecheap, Cloudflare);
o Domain Name System (“DNS”) (e.g., Cloudflare, GoDaddy);
o online advertising services (e.g., Google, Meta, Yahoo!); and
o payment processors (e.g., Stripe, PayPal, Square).

e CF operates many of laaS and are an important part of the Internet ecosystem
 CF’s services are used by many pirate sites to hide their own identities.
e A cooperative relationship with CF is essential for MPA’s copyright protection activities.
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TOTAL SITE BLOCKING #s IN APAC

Domains = 26,629

J=)Judicial

A = Administrative

D =Dynamic

P = Pirate Brand Orders

C = Cyberlocker Orders
1= IPTV Blocking

Ap = Application Blocking
Cr = Criminal

Updated as of November 15, 2024
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DE | average
UK* | average -64% decrease
-82% decrease
IT | average
FR | average -89% decrease

-88% decrease T I

ES | average
-84% decrease

BR | average
-71% decrease

!

IN | average
-92% decrease

I

MY | average
-82% decrease

SK | average
-99% decrease
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ID | average
-87% decrease
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AU | average
-85% decrease
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Research

Piracy website
blocking
increases
legal video
consumption
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*3 Danaher et al., The Impact of Online Piracy Website Blocking on Legal Media Consumption, Social Science Research Network (SSRN)

*1 Motion Picture Association, Measuring the Effect of Piracy Website Blocking in f
Australia on Consumer Behavior: 2018-2019 (2021) November 2014 Blocks (2016) (2024), at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4723522

*2 Brett Danaher et al, Website Blocking Revisited: The Effect of the UK
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